
Recognising the threat
Hardly a day goes by without a press report of oppor-
tunist criminals striking at post offices, corner shops or
anywhere where there could be accessible cash or items
that could be sold for cash. Also, drug-related offences

are commonplace. In the above scenario, the criminal
does not even have to break into the practice because,
by the nature of a dental practice’s activities, its external
door is open during working hours to let the patients in
and out.
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Scenario one
David Black and Valerie Hunter are partners in a suburban

dental practice which, as with many practices, has a reception

desk which opens into the patients’ waiting area.There is a small

lobby between the practice’s outside door and the waiting

area to protect patients from cold draughts. Sandra and Jill are

the practice’s dental nurses, and Mary is the practice manager/

receptionist.

One day, as Sandra is collecting a patient’s notes from recep-

tion, she mentions to Mary that she would like to take a day

off. “As you know, the dentists are both away at a course next

Thursday and I understand that Jill has also asked for leave on

that day”, explains Sandra, “But I have asked David and Valerie,

and they have said that, since there will be no patients on that

day, we can have both have the time off, but only if you are happy

to hold the fort on your own that day.” “No problem,” replies

Mary, “it will give me a chance to catch up with my paperwork,

and I can always deal with anyone who pops in or calls to make

an appointment.” “Thanks Mary”, says Sandra, “you’re a star!”

Meanwhile, tucked in the corner of the waiting room is a

casual patient, Peter Smith, who seems to be deeply engrossed

in a magazine, but actually is more fascinated by the chat at the

reception desk. Though it would be impossible to tell from his

appearance and general manner, Peter Smith has a criminal con-

viction for a series of indecent assaults on women, and is also a

drug addict who needs access to cash or items to sell in order

to sustain his habit.

Having quietly ‘cased’ the practice whilst waiting, he realises

that there might be rich pickings in the place – needles, cash,

cameras, computers and (mistakenly) drugs. Also, thanks to the

conversation he heard at reception, he now knows that Mary

will be alone in the practice next Thursday and that the entrance

door will be open so that Mary can greet any patients drop-

ping by. On his way out, after having a temporary dressing

placed, Peter notes that the lock on the outside door could

easily be engaged from inside and that anyone entering the lobby

is not immediately visible to the receptionist.

If one asks any member of the dental team what they understand by ‘confidentiality’, it is likely that they will refer to
obligations concerning personal information regarding patients. This might include the need for keeping sensitive
details on medical conditions secure, not disclosing information about patient attendance or appointments to third
parties, and compliance with the Data Protection Act. However, confidentiality does not apply only to patients. The
following two scenarios illustrate potential problems which can arise if confidentiality policies in a practice do not cover
staff as well as patients.
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The critical questions raised for any practice by this
scenario are:

¥Is there ever a time when only one person is present
in the practice and the external door is open to the
public? 

¥If so, who, other than the practice staff, would be
aware of it?

The authorsÕ experiences during question and answer
sessions at health and safety courses are that Ôlone
workerÕ situations are not uncommon in dental prac-
tices. Often, such situations cannot be avoided.

How should this potential problem be addressed?
Clearly, the fundamental issue in the above scenario is
lack of discretion regarding the conversation between
the team members. Just as a patientÕs confidentiality can
be breached by a telephone or face-to-face conversation
within hearing of a waiting room full of patients, so can
the safety of staff be put at risk.

However, this issue does not end at reception.
Conversations can be overheard in a local public place,
such as a cafŽ, pub, out on the street, or when chatting
on a mobile phone on the bus or train. Such Ôidle chatÕ
can put the safety of staff at risk.

Protecting yourself and your practice

There are measures that can be taken to preclude such
a situation as in the scenario described:
1. Most importantly, a practiceÕs file of ÔdirectivesÕ on

confidentiality should stress that under no circum-
stances must any matter concerning the practice, its
staff or its operations be discussed with, or within
hearing of, third parties. It should also state that if it

is necessary for close friends/family members to be
informed of practice-related matters, for domestic
ar rangements for example, they too should be
instructed to treat this information as confidential.
Furthermore, any directives must apply to all mem-
bers of staff, including the cleaners.

2. The provision of a simple and discreet Ôpanic buttonÕ
under the reception desk can be an effective means
of reassuring and protecting the practice staff.

3. A ÔdummyÕ CCTV camera, positioned at a point that
is clearly visible to visitors, can act as a deterrent,
with a sign warning that the premises are covered by
CCTV.

Under the Health and Safety at Work etc Act,1 it is
incumbent upon employers and employees to take all
necessary measures to ensure the safety of themselves
and others who may be affected by their activities.
Preventing the hazard to which Mary had been exposed
in this scenario is necessary to comply with this act,
and the Management of Health and Safety at Work
Regulations2 makes specific mention of measures which
should be in place to protect the safety of staff in lone
worker situations.

Scenario two
We will remain with the practice of David Black and Valerie

Hunter for this next scenario.

In the middle of a busy morning, Mary receives a telephone call

from Mrs Jay, who is having some mild discomfort. Mrs Jay has

been Mr BlackÕs patient for many years and when she attends

she always enquires about Mr BlackÕs family. On this occasion,

the telephone conversation is as follows:

Mary: Hello Mrs Jay, how can I help you today?

Mrs Jay: IÕm having a few twinges from one of my top teeth and

I wonder if Mr Black could see me next week.

Are they discussing practice matters?*

But who else can hear her?*

* We are grateful to the Taptonville House Dental Practice in Sheffield for
allowing us to photograph then on a busy day.


